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Abstract 

The Supervisory Control and Data Acquisition (SCADA) system is a basic framework that requires a complete 

cyber security model to defend against digital threats. In this paper, we distinguish the parts of a SCADA system, 

including equipment, software, and correspondence organizations, and the related weaknesses that can be taken 

advantage of by digital assailants. We likewise examine the improvement of a far reaching cyber security model 

for SCADA systems that comprises of different layers of protection, including access control, interruption 

recognition and counteraction, encryption, and occurrence reaction. 
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Introduction 

Supervisory Control and Data Acquisition (SCADA) systems are basic for the proficient and safe activity of many 

modern cycles. With the rising dependence on technology and network, SCADA systems are progressively being 

designated by vindictive entertainers trying to upset or acquire unapproved admittance to modern cycles. Thusly, it 

is urgent to carry out extensive cyber security measures to shield SCADA systems from potential digital threats. 

The improvement of a far-reaching digital protection model for SCADA systems includes the ID and examination 

of the different parts of the system, for example, the equipment, software, correspondence organizations, and human 

variables. These parts cooperate with one another in complex ways, and each presents a novel arrangement of 

weaknesses that can be taken advantage of by digital aggressors. 

The objective of a far-reaching digital protection model is to recognize these weaknesses, survey the expected effect 

of digital threats on the system, and execute suitable security controls to relieve the risks. This includes the 

utilization of many security advancements and works on, including firewalls, interruption discovery and avoidance 

systems, encryption, access control, and occurrence reaction arranging. 

Also, SCADA systems are often incorporated with different systems, including undertaking asset arranging and 

client relationship the board systems, which increment the intricacy of the network protection model. In this way, 

it is important to guarantee that these systems are likewise enough safeguarded and that the security controls are 

composed and coordinated across every one of the systems. 

Introduction to SCADA Systems and Cyber security 

Supervisory Control and Data Acquisition (SCADA) systems are a basic piece of current modern cycles, used to 

screen and control huge scope modern systems like power networks, oil and gas pipelines, and water treatment 

plants. Because of the significance of these systems, they have turned into an ideal objective for digital assaults, 

and their cyber security has turned into an inexorably significant concern. To shield SCADA systems from digital 

threats, a far-reaching cyber security model is essential. This model ought to incorporate different parts, for 

example, threat modeling, risk assessment, access control, network security, actual security, occurrence reaction, 

and cyber security preparing and mindfulness. This paper will examine the different parts of a complete SCADA 

cyber security model, and investigate the turn of events and execution of such a model to improve the security of 

SCADA systems. 

 

 

http://www.ijarets.org/
mailto:editor@ijarets.org


International Journal of Advanced Research in Engineering Technology and Science                           ISSN 2349-2819 

www.ijarets.org                                                  Volume-8, Issue-1 January - 2021                          Email- editor@ijarets.org 

Copyright@ijarets.org                                                                                                                                                        Page  36 
 

Components of a Comprehensive SCADA Cyber security Model 

A comprehensive SCADA cyber security model should include the following components: 

1. Threat Modeling and Risk Assessment: This part includes distinguishing possible threats and weaknesses 

to the SCADA system, and surveying their probability and expected influence. A risk assessment assists 

with focusing on cyber security gauges and designate assets really. 

2. Authentication and Access Control: This part includes laying out secure client confirmation techniques and 

executing access controls to forestall unapproved admittance to the SCADA system. 

3. Network Security: This part incorporates measures to safeguard the SCADA network from digital assaults, 

like firewalls, interruption discovery systems, and organization division. 

4. Physical Security: This part includes actual measures to shield SCADA equipment and offices from 

unapproved access or harm, like reconnaissance cameras, biometric access controls, and got fenced in areas. 

5. Incident Response and Recovery Planning: This part includes fostering an arrangement for answering and 

recuperating from cyber security occurrences, including episode detailing methods, data reinforcement and 

recuperation, and system rebuilding. 

6. Cyber security Training and Awareness: This part includes giving preparation and mindfulness projects to 

SCADA system administrators, directors, and other staff to build their insight and understanding of cyber 

security risks and best practices. 

7. Compliance and Auditing: This part includes guaranteeing that the SCADA system is agreeable with 

applicable cyber security guidelines and standards, and directing occasional reviews to survey consistence 

and recognize regions for development. 

Development of a SCADA Cyber security Model 

The development of a SCADA cyber security model involves several key steps: 

1. Identify the scope of the SCADA system: This step includes recognizing the particular resources and cycles 

that are remembered for the SCADA system, as well as any outer points of interaction or conditions. 

2. Conduct a risk assessment: This step includes recognizing potential cyber security threats and weaknesses, 

surveying their probability and possible effect, and focusing on cyber security estimates in view of their risk 

level. 
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3. Develop a cyber security policy: This step includes fostering a proper strategy for safeguarding the SCADA 

system, which incorporates methods for access control, episode reaction, data reinforcement and 

recuperation, and consistence with pertinent cyber security guidelines and standards. 

4. Implement cyber security controls: This step includes carrying out specialized and authoritative controls to 

safeguard the SCADA system, for example, access controls, firewalls, interruption discovery systems, and 

occurrence reaction plans. 

5. Monitor and assess cyber security effectiveness: This step includes monitoring the adequacy of the cyber 

security controls over the long run, directing occasional reviews, and making changes depending on the 

situation to further develop the system's security pose. 

6. Provide training and awareness: This step includes giving preparation and mindfulness projects to SCADA 

system administrators, supervisors, and other staff to expand their insight and understanding of cyber 

security risks and best practices. 

7. Continuously improve the cyber security model: This step includes constantly evaluating and further 

developing the cyber security model to address new threats, weaknesses, and administrative prerequisites. 

Threat Modeling and Risk Assessment for SCADA Systems 

Threat modeling and risk assessment are fundamental parts of any exhaustive security procedure, particularly for 

SCADA (Supervisory Control and Data Acquisition) systems. SCADA systems are utilized in many basic 

foundation areas, including energy, water, and transportation. In that capacity, any weaknesses in these systems 

could have critical results, including disturbance of administrations or even actual mischief to individuals. 

Here are some key steps for conducting threat modeling and risk assessment for SCADA systems: 

1. Identify the assets: The most vital phase in threat modeling and risk assessment is to distinguish the 

resources that should be secured. On account of SCADA systems, this incorporates equipment and software 

parts, as well as any data put away or communicated by the system. 

2. Identify the threats: Then, recognize the potential threats that could affect the SCADA system. These could 

incorporate digital assaults, cataclysmic events, actual assaults, or even human mistake. 

3. Assess the vulnerabilities: When the threats have been recognized, evaluating the weaknesses of the 

SCADA system is significant. This includes investigating the system's architecture, protocols, and design 

to distinguish any shortcomings that could be taken advantage of by aggressors. 
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4. Determine the likelihood and impact of each threat: Subsequent to evaluating the weaknesses, deciding the 

probability and effect of every threat is significant. This includes considering elements, for example, the 

recurrence of the threat, the potential harm it could cause, and the probability of it finding success. 

5. Prioritize risks: When the probability and effect of every threat not entirely set in stone, focusing on the 

risks is significant. This implies recognizing the risks that represent the best threat to the SCADA system 

and focusing on them for moderation. 

6. Mitigate risks: At long last, it is essential to carry out measures to relieve the risks recognized during the 

risk assessment process. This could include carrying out specialized controls like firewalls, interruption 

recognition systems, or encryption, as well as non-specialized controls, for example, approaches and 

techniques for access control and occurrence reaction. 

Conclusion 

In Conclusion, an extensive digital protection model for SCADA (Supervisory Control and Data Acquisition) 

systems should be created to guarantee the security and versatility of these basic framework systems. This model 

should distinguish the parts of the SCADA system, including equipment, software, and data, and survey the likely 

threats and weaknesses that could affect the system. The improvement of the network protection model for SCADA 

systems should focus on risk relief and imply the execution of specialized and non-specialized controls, for 

example, firewalls, interruption location systems, access control arrangements, and occurrence reaction 

methodology. Given the rising recurrence and complexity of digital assaults on SCADA systems, associations liable 

for these basic framework systems should put resources into vigorous network safety measures to safeguard against 

expected threats. By taking on an exhaustive network safety model, associations can guarantee the proceeded with 

activity and dependability of their SCADA systems, defend basic foundation, and safeguard public safety. 
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